Abstract: This paper presents a new partial optimization approach for the least significant bit (LSB) data hiding technique that can be used for protecting any secret information or data. A deterioration effect of as little as possible in an image is intended using the LSB data hiding technique and this is well realized utilizing the proposed partial optimization approach achieving the same data embedding bit rates. In the proposed approach, all of the image pixels are classified into 8 regions and then the 8 distinct ordering codings are applied to each region by the developed partial optimization encoder. Thus, the most effective outcome that has been obtained from the 8 regions means that the number of the altered bits is kept minimized. Hence, the minimal values that have been attained from the 8 regions enable decoding that ensures relatively small distortions on the extracted cover image.
Introduction
In recent years, techniques for data hiding have become increasingly more sophisticated and widespread. Data hiding is a technique to embed the original secret image in another cover image by some encryption/encoding techniques. Research on information embedding, particularly information hiding techniques, has received considerable attention within recent years due to its potential application in multimedia and information security [1] .
Data hiding has been designed to make it harder for users to find data by hiding it in the forms of various materials, such as image, text, audio, and video. The confidential document message to be transmitted is camouflaged in a carrier so that its detection becomes difficult. Information related to the sender and the receiver of the message can also be hidden this way [2] . The embedded data should not be perceivable to human sense since it should be invisible and inaudible.
Data hiding is closely connected with cryptology. The purpose of cryptology is to transform messages into unintelligible forms; thus, whoever does not have the secret key cannot obtain the original message. Sometimes, it is desired that there is an increase in the security and privacy, instead of changing the ciphered messages, by means of masking the communication [3] . In data hiding, the message should not be connected with an image; on the contrary, it is to be embedded. This communication type can be named as reliable secret communication because no information can be obtained from the message. The goal of data hiding is to avoid drawing suspicion to the transmission of a hidden message. If suspicion is raised, then this goal is defeated. Discovering and rendering useless such covert messages is a new art form known as attacks [4] . Data hiding techniques represent miscellaneous utilities, such as copyright information (watermarking) and critical information hiding, into various forms of communication channels such as text, image, audio, and video [5] . The interceptors cannot notice the existence of the embedded data in the covered image. It is intended that there is minimal deterioration in the image and maximal storage of the secret data. Its purpose is not to restricted or regulate access to the host signal, but rather to ensure that the embedded data remain inviolate and recoverable. From this point of view, the main objective of the presented research work is to propose a new partial optimization and least significant bit (LSB)-based data hiding approach for digital images.
The rest of the paper is organized as follows: Section 2 summarizes the LSB data hiding technique. Section 3 describes the new paradigm for the proposed partial optimization-based LSB data hiding approach. Section 4 presents the experimental results of the proposed methods and a detailed evaluation study, followed by the final remarks in the last section.
LSB data hiding
The simplest data hiding techniques embed the bits of the message directly into the LSB plane of the cover image in a deterministic sequence. Modulating the LSB does not result in a human-perceptible difference because the amplitude of the change is too small. Other techniques process the message with a pseudorandom noise sequence before or during insertion into the cover image. The advantage of LSB embedding is its simplicity, and many techniques use these methods [6] [7] [8] [9] . LSB embedding also allows high perceptual transparency. However, there are many weaknesses when robustness, tamper resistance, and other security issues are considered. LSB encoding is extremely sensitive to any kind of filtering or manipulation of the covered image. Scaling, rotation, cropping, the addition of noise, or lossy compression to the covered image is very likely to destroy the message. Furthermore, if an attacker suspects, he/she can easily remove the message by removing (zeroing) the entire LSB plane with very little change in the perceptual quality of the modified covered image. Specific LSB techniques can embed data in an image, audio, and text covers. Figure 1 shows a LSB application example for a red, green, and blue (RGB) pixel.
In a typical full-color image that includes 24 bits/pixel, as seen in Figure 1 
The proposed partial optimization method fundamentals
There are 5 components needed to understand partial optimization-based data hiding processes. There is a carrier, technically called 'cover' and denoted by the letter 'c '. The letter ' m' denotes the secret message that needs to be hidden. Partial optimization is denoted by the letter 'p ', where the cover image is separated into 8 distinct parts in this stage. Next is the output called the covered image, denoted by the letter 's', into which the message m needs to be embedded. Finally, the data hiding encryption key is denoted by 'k ′ [10] .
The output s is obtained using ' c + m + k + p ' in the data embedding encoder or technique. The data extraction/decoder process is to be constituted by 3 components. The key that is used in the coding process is necessitated in the decoding procedure. The data extraction layer takes into account the regional optimizations (which are used in the coding procedure) in the decoding processes ( Figure 2 ). Otherwise, the original message is not attained. This means that the embedding data are subjected to optimization with 8 distinct queues during the first part of the encoding process, as is shown in Figure 4 . The number of optimizations can be increased to 2 8 for these queues. However, the spent time likewise grows. Thus, the number of optimizations is selected as 2 3 in the presented work ( Figure 4 ) [10] . It can be seen in Figure 4 that the replacement process is very easy. The embedding data are '
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Optimization 8 : Figure 5 illustrates all of the changing states. These variations are applied to 8 parts of the image. It can be easily seen that Optimization 1 is the classical LSB data hiding methods' bit array [10] . The most effective outcome obtained from each region means that the number of altered bits is minimum. Hence, the minimal values that have been attained from the 8 regions compose an extraction that has lower bit error rate. Finally, the most suitable optimization method is determined for each image part and the LSB data hiding method is applied to the cover image. Table 1 shows the example results of the proposed optimization-based LSB data hiding technique for the Lena image (512 × 512 × 8). The number of total hidden bits is 262,144, which means 32,768 bytes or 32 KB. Thus, it can be easily said that the bit rate is 1 bpp. Considering the results obtained from the software developed for this presented approach, it seems impossible for the LSB coding technique to have less distortion than our method, because only a unique method is implemented in all of the regions of the cover image. However, when 8 different optimizations are implemented in 8 different regions, the most optimum method can be easily determined for each region and the best outcome can be obtained for the cover image. A, B, and C, as seen in Table 1 , denote the numbers of different bits for the related part, the numbers of same bits for the related part, and the bit rate for the same bits to the number of all LSBs for the related part, respectively. Opt X denotes Optimization X. Considering the results shown in Table 1 , the following statistics (Table 2) can be easily listed.
Experimental results
Classical LSB embedding technique uses the first order of optimization method (Opt 1) and it has 131,522 error bits for this sample (please see the numbers in the first column, A values, in Table 1 ). However, the proposed method provides less error bits, employing distinct optimization regions. The total number of prevented pixel distortions is 554 bits for this example because the number of error (distorted) bits is equal to 130,968 for the proposed method. It is determined that the most suitable alternative has the lowest error bit rate in this method. This rule is operated in each region of the 8 parts for the image. Thus, it acquires a lower error bit rate for each region and for all of the areas. For example, the 5th optimization (Opt 5) is selected for Part 1 and the 3rd optimization (Opt 3) is selected for Part 2 for this example application. On the other hand, Opt 2, Opt 5, Opt 7, Opt 7, Opt 5, and Opt 2 are selected for Parts 3, 4, 5, 6, 7, and 8, respectively. After the experimental applications, we obtain the numbers of the total prevented pixel distortions for all test images (Table 3 ). The results show that the proposed method causes less of a distortion effect than the classical LSB method on the image. In order to measure the image quality, the mean square error (MSE) and peak signal to noise ratio (PSNR) have usually been used in the literature. The MSE should be computed first, as given in Eq. (1) [11, 12] , and then the PSNR can be derived, as in Eq. (2) [13] [14] [15] . Here, "O " and "C " are the original image and the covered image pixel values (binary), respectively, to be compared, and the image size is 'm × n'. Note that Eq. (1) is specified for only monochrome images; for color images, the denominator of Eq. (2) is multiplied by a factor 3.
Here, MAX is the maximum BV of the pixels in an image. MAX can be between 0 and 255 when the pixels are presented by 8 bits. The PSNR quality metric is used for comparing the classical LSB data hiding method and the proposed method (LSB OP T ). Considering the PSNR results, Table 4 shows that the proposed method works better than the classical LSB data hiding method. Considering the above valuable results, the proposed partial optimization-based LSB data hiding technique is more efficient than the classical LSB data hiding technique because LSB OP T causes relatively less distortion on the cover images while it has same bit rate values. The PSNR performance of the LSB OP T is better than that of the classical LSB, varying between 0.24 dB and 1.08 dB, as seen in Table 4 .
The proposed LSB OP T has been evaluated in terms of other quality metrics for perceptual distortion. The PSNR-Human Visual System (PSNR-HVS) and the PSNR-HVS-Modified (PSNR-HVS-M) are modified versions of the classical PSNR method, intended to take into account the effect of the HVS contrast sensitivity function (CSF) and contrast masking. The PSNR-HVS is based on the PSNR and the Universal Image Quality Index [16] , which has been modified to take into account the HVS properties ( Figure 9 ) [17] .
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The PSNR-HVS performance of the LSB OP T is better than that of the classical LSB, varying between 1.49 dB and 1.58 dB, as seen in Table 5 .
The PSNR-HVS-M is a simple and effective model of visual between-coefficient contrast masking of discrete cosine transform (DCT) basis functions based on the HVS. The model operates with the values of the DCT coefficients of an 8 × 8 pixel block of an image. For each DCT coefficient of the block, the model allows the calculation of its maximal distortion that is not visible due to the between-coefficient masking. A modification of the PSNR is also described in this paper. The PSNR-HVS-M takes into account the CSF (Figure 10 ) [18] .
The PSNR-HVS-M performance of the LSB OP T is better than that of the classical LSB, varying between 2.71 dB and 2.86 dB, as seen in Table 6 . Figure 10 . PSNR-HVS-M calculation [18] . 
Conclusions
In this presented work, a new partial optimization method (LSB OP T ) for LSB data hiding in digital images was introduced. In the first step of the LSB OP T , the original cover image is separated into 8 portions before beginning the data hiding process. Next, each part is subjected to the 8 distinct optimization processes. This means that the embedding data are subjected to optimization with 8 distinct queues during the encoding process of the first part. Using the proposed approach, the most effective outcome obtained from the 8 different regions ensures that the number of altered bits in the cover image is minimized. Finally, the most suitable optimization method is determined for each image part and then the LSB data hiding method is applied on the cover image.
The experimental results show that not only the proposed method's PSNR performance but also the PSNR-HVS and PSNR-HVS-M performances are better than that of the classical LSB data hiding method. The performance of the LSB OP T can be easily increased by multiplying the number of optimizations.
